NORTH PLATTE

Natural Resources District

100547 Airport Road, P.O. Box 280, Scottsbluff, NE 69363-0280 www.npnrd.org (308) 632-2749 npnrd@npnrd.org
February 11, 2025 Received
Scotts Bluff County Clerk
NOTICE OF DATA BREACH Gering, NE

Please be advised that some of the North Platte Natural Resources District’s computer systems
were the target of an information security breach on or about November 27, 2024. This letter is to
inform you that your personal information may have been involved in that security breach.

The NPNRD values the protection and privacy of your data and has worked with our information
technology team, has hired a cybersecurity firm to investigate the breach and to resolve and fix any
weaknesses in the NPNRD’s systems, and has notified the appropriate authorities.

Atthis time, we have no evidence that your data has been misused, however, it is important we notify
you so that you can take any precautions. Some of the recommended precautions when your
information is included in a data breach include:

* Monitoring your accounts. Regularly check your account statements and credit reports for
any suspicious activity. Report any suspicious activity to your banking or credit institution
immediately.

* Create a My Social Security account and contact the Social Security Administration to
request a block of electronic access. They can be reached at 1-800-772-1213. More
information regarding Social Security information can be found at:
https://www.ssa.gov/pubs/EN-05-10220.pdf

* Activate identity protection services. If you subscribe to identity protection services or wish
to subscribe to such services, contact those companies directly.

The NPNRD sincerely apologizes for any stress or inconvenience caused by this matter and wants to
assure you that protecting your information remains our top priority.

Sincerely,

Y-

Scott Schaneman
General Manager



